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Disclaimer: This presentation is for guidance purposes only. 
It does not constitute legal or professional advice. No 
liability is accepted by Tim Walters or The Content Advisory 
for any action taken or not taken in reliance on the 
information set out in this presentation or associated 
communications. Professional or legal advice should be 
obtained before taking or refraining from any action as a 
result of the contents of this publication. Any and all 
information is subject to change.

Legal Disclaimer
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▪40 million residents  
▪Fifth largest economy in the world 
▪Birthplace and epicenter of the digital 
age

The consequences of origins



Source: https://www.nytimes.com/2018/08/14/magazine/facebook-google-privacy-data.html
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consumers, 
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#1: Who is affected? 

▪For-profit “businesses” that:  
• Do business in California (regardless of location) and 
• Collect personal data of California residents (“consumers”) and 
• Determine the use(s) of the information

▪ Inclusion criteria 
• Annual gross revenue of at least $25 million or 
• Annually process personal data from >50,000 consumers or 
• Derive at least 50% of annual revenue from “selling” California 

residents’ personal data



#1: Who is affected? 

▪For-profit “businesses” that:  
• Do business in California (regardless of location) and 
• Collect personal information of California residents and 
• Determine the use(s) of the information

▪ Inclusion criteria 
• Annual gross revenue of at least $25 million or 
• Annually process personal information from >50,000 individuals* or 
• Derive at least 50% of annual revenue from “selling” CA personal 

information
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One FB ad?

* “[B]uys, receives for the business’ commercial purposes, sells, or shares for commercial 
purposes [. . .] the personal information of 50,000 or more consumers, households, or devices.“ 



#2: What is “personal information”? 

“'Personal information’ means information that identifies, relates to, 
describes, is capable of being associated with, or could reasonably be linked, 

directly or indirectly, with a particular consumer or household. Personal 
information includes, but is not limited to, the following:”

▪ The usual: name, address, social security number 
▪ The expanded: profession, education, purchase, property info 
▪ The digital: IP address, device ID, browsing history, geolocation 
▪ The weird: “Audio . . . thermal, olfactory or similar information” 
▪ The profile-driven: “Inferences drawn from [such information] to 

create a profile about a consumer . . . .”



#3: Consumer rights under the CCPA

▪ The right to disclosure 
▪ The right to access 
▪ The right to be forgotten 
▪ The right to opt-out of (and opt-in to) “selling” of 

personal data 
▪ The right to equal treatment (aka non-discrimination)  



#4: Right to disclosure/access

▪ First, refers to the obligation to disclose certain 
information “at or before the point of collection.” 
Typically, this is in the privacy policy.  
▪ This is not a consent request, and unlike the GDPR, there are no 

requirements that it be “easily understood” or presented separately 
from the policy.  

▪ Also refers to the right to access (e.g., have disclosed 
and to receive a copy of) PI that is already held by a 
business. Includes “categories and specific pieces of 
personal information” as well as sources, purposes of 
processing, and with whom it has been shared.  



#5: Right to be forgotten

▪ Aka right to deletion or right of erasure. 
▪ Consumer may request deletion of personal data about 

them held by a business. 
▪ Applies only to personal data collected “from” the 

consumer. 
▪Numerous exception, e.g., if data is used for:  
▪ Security and fraud prevention 
▪ Scientific or statistical research in the public interest 
▪ Internal uses that are “reasonably expected by 

consumers” 
▪ Exempted PI may be used only for the exempted purpose(s).  



#6: Right to opt-out of selling of PI

▪ Consumers may direct a business not to sell their PI to 
third parties. 
▪ To be supported by “a clear and conspicuous link on the 

homepage titled “Do Not Sell My Personal Information.”  
▪ “Selling” is defined as follows: 



#7: The 12-month “look back” period

▪ A request for disclosure of a consumer’s PI covers the 12-
month period preceding the receipt of the request. 
▪ This usefully limits the amount of personal data 

businesses now need to inventory, audit, and prepare to 
disclose. 
▪ Also means that as of January 1, 2020, business must be 

prepared to disclose/delete any personal information 
collected since January 1, 2019. 



#8: Enforcement and penalties

▪ CCPA is enforced by the California state Attorney 
General. 
▪ Fines may be up to $2500 (unintentional) and $7500 

(intentional) “per violation.” 
▪ Seems painless, right?  
▪ But under previous legal decisions, each user/consumer 

affected counts as an independent violation.  
▪ Example: Under the CCPA, Facebook’s disclosure to Cambridge Analytica 

of data of 24.6 million California residents would have meant a potential 
fine of $184.7b 

▪Under certain conditions, CCPA allows “private right to 
action” – i.e., class actions with fines of up to $750 per 
user. 

Source: https://iapp.org/news/a/top-5-operational-impacts-of-cacpa-part-5-penalties-and-enforcement-mechanisms/



Summary

▪No provision against informed (transparent) data 
collection and internal usage (within stated 
purposes).  
▪However, consumers may request deletion of data 

at any time (with provisos).  
▪Requires prominent display of ability to opt-out of 

“selling” (e.g., sharing) of data. 
▪Potential for massive fines, even compared to 

GDPR.  
▪Some details pending, but the core obligations are 

clear.
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Burden or 
Benefit?  

the  

   CCPA & CXM 

(With worst practice examples 
from the response to the GDPR.)   



Two buckets of obligations

▪ Historical: Regarding PI that you 
have 
▪ Requires comprehensive and 

complete knowledge of data 
stores, types, sources, and 
flows (including sharing) 

▪ An arduous one-time discovery 
effort. (Including exposing 
potentially unknown data 
sharing.)  

▪ A meticulous on-going 
governance challenge 

▪ Prospective: Regarding PI that you 
want 
▪ Requires disclosure and opt-out 

link 
▪ Offers competitive advantage to 

those firms that maximize access 
to data, i.e. 
▪ First, reduce consumer use of 

opt-out 
▪ Then, reduce requests for 

deletion 



Ultimately, it’s about consent/permission

GDPR 
▪ Permission is obtained when 

the consumer agrees to your 
consent request.  

▪ Permission is maintained as 
long as the consumer does not 
opt-out or exercise right to be 
forgotten in the future.  

CCPA 
▪ Permission is obtained when the 

consumer turns down (ignores) 
the opportunity to opt-out.  

▪ Permission is maintained as long 
as the consumer does not opt-
out or exercise right to be 
forgotten in the future.  



Data regulations power fundamental shifts
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In the era of beg data, marketing’s 
preeminent and prerequisite goal shifts 

from lead generation to permission 
generation.
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“Succeeding in today’s market means 
creating a positive experience for 
customers from their very first 
interaction with a brand.”  
      – Wunderman

Source: https://www.mycustomer.com/community/blogs/robcurran/customer-experience-is-all-in-the-detail
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Customer insights and segmentation

Forrester’s version – but you should probably create your own

Source: https://go.forrester.com/blogs/its-here-forresters-consumer-privacy-segmentation/



Personas

Source: http://strategyd.org/marketing-personas-faq/



Formulating and communicating value

▪ When an agency asked consumers to share 
their spending habits with an airline, 4% 
agreed. 

▪ But when told they would receive a 
“personalized itinerary based on their 
budget,” 45% agreed – an 11x increase. 

Source: http://www.thedrum.com/industryinsights/2017/06/15/how-survive-the-data-apocalypse 



Summary

▪CCPA, GDPR, etc. will result in more scarce and 
thus more valuable personal information. 
▪Competitive advantage accrues to those that 

secure and maintain permission to access personal 
data. 
▪Generic requests/disclosures are CX- and 

permission-hostile.  
▪CX teams should use skills to turn consent from a 

CX barrier to a benefit and competitive advantage. 
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THANK YOU!!

Tim Walters 

The Content Advisory 
Privacy Lead and Keynote Speaker 
www.contentadvisory.net 
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